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Agenda

• Sensitive Data & GDPR

• What is TSD

• Examples with TSD and GDPR

• Clinical use of HPC



Sensitive data in the light of GDPR
Sensitive data -> Special categories of personal data

«Processing of personal data revealing racial or ethnic origin, 

political opinions, religious or philosophical beliefs, or trade union 
membership, and the processing of genetic data, biometric data for 

the purpose of uniquely identifying a natural person, data concerning 
health or data concerning a natural person’s sex life or sexual 

orientation shall be prohibited.»

Except :

- Consent, but still kept safe

- Needed by state of employer; while still keeping data safe

- Data made manifestly public by that data subject

- Medical treatment, but still kept safe

- And a few more... 



Ownership of the data

• EU commission does not really talk of ownership of this type of data;

but the right to control the data, and to control whom may access and 
store it



You may handle all types of data in TSD

.... if you are entitled

.... if you comply to the data minimization principle



TRUST

Research object

TSDResearcher







> 2,5 PiB data

> 3000 users

> 2000 VMs

> 17 organisations

~ 10 full time positions

+ Clinical production



Consent Service

Self Service

Feedback services

Data capture

Web forms

Tablet apps

Collaborate / share

Analysis

Compute, analyse and store data

Phone apps

Export/import API



Systemskisse
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TSD in a nutshell

Virtual  

machines

HPC / Supercomputer

Storage and 

backup

2-factor 

authentication

• Analysis

• Software

• Databases

• Data collection

Firewall



Storage HPC VMware Databases
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GDPR basics

• The right to know

• The right to control and see your data

• The right to be forgotten

Human basics

• What´s in it for me? 



Precision medicine in TSD – Example 1

• Oslo University Hospital – Dept of Medical Genetics
• Rare diseases

• Newborn screening

• Inherited Cancer – and a few other cancer sample types



Precision medicine and IT

• Target the disease and in many cases the actual genetic and 
molecular footprint of the disease rather than for example treating
cancer based on the tissue in which the tumor resides

• Breaks the clean distinction between research and clinic
• One patient -> One research project

• Requires agile development platforms integrated with
eInfrastructures that can handle rapid development and change



AMG - OUS

https://oslo-universitetssykehus.no/avdelinger/klinikk-for-laboratoriemedisin/avdeling-for-medisinsk-genetikk#les-mer-om-avdeling-for-medisinsk-genetikk


Issues at Oslo Univ. Hospital

• No HPC

• No agile development

• No storage suited for these data types

• No support on systems suited for DNA-sequencing



Clinic versus research – admin challenges

• Special data handler agreements

• SLA wanted at 99.999% uptime

• If TSD is down 4 hours demands extra crisis measurements at the
hospital

• TSD personell not contracted for work off regular hours

• No financial room for test and development platform



TSD delivers to Dept of Medical Genetics:

• Storage for approx 0,5 PiB of exome sequencing data

• HPC capacity for 6000+ exomes per year (moving to full genomes)

• An internal web application where medical geneticists do the
mutation assessement and diagnosis (50-80 active users every day)

• Long time storage of all data

• Excessive logging and auditing

• Versions of all software used in the clinic

• Diagnostic reports are copied back to the EPJ



Dragen FPGA accelerator for special samples

When in a hurry use accelerators, 22 minutes on one full genome.
HPC walltime approx 22 hrs with
todays pipeline. 



Technical challenges

• Millions of small files – high IO load and metadata load

• Nasty neighbour problem – HPC is a shared resource QoS

• Windows VMs must access results that resides on BeeGFS

• Software updates, patching etc inside a «closed environment»

• Secure data transport 
• From DNA sequencers to TSD

• From TSD back to Electronic Patient Journal (EPJ)



Precision medicine example 2



MinMat project at Rikshospitalet



Precision medicine example 3



LetsGo-project at «Sørlandet» hospital, 2019

App with AI 



Precision medicine example 4



https://titan.uio.no/node/983

Kidney transplant monitoring

https://titan.uio.no/node/983






More info



Thank you for the attention

- Anyone may use our services! 

tsd-contact@usit.uio.no

https://uio.no/tsd

https://www.eosc-hub.eu/catalogue/Services%20for%20sensitive%20data

mailto:tsd-contact@usit.uio.no
https://uio.no/tsd
https://www.eosc-hub.eu/catalogue/Services for sensitive data


Digital dynamic consent system


